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Introduction

What is OnGuard 5 ?

The OnGuard 5 Operations Guide is for the maintenance engineers responsible for the
configuration of appliances. The monitoring and management tools in OnGuard 5 have
many substantial changes from previous releases. Among the changes are the tools and
methods used to manage a customer’s on premise or cloud monitoring appliance. In
OnGuard 5, Chef is used to manage the installation and configuration of every part of
the appliance. With this approach, the new features and customer-specific configuration
changes are performed in code, tested locally, and then pushed out automatically to the
customer’s appliance.

How to Use This Guide

This operations guide is organized into the following sections:

> Introduction: This section includes information about how the guide is
organized. There is a high-level overview of Chef Software that is used in the
installation of OnGuard 5.

> OnGuard Operations: This section includes information about all the perquisites
needed for the installation process.

> Customer Kickstart: This section includes information about how to set up a
client with OnGuard 5.

> Building the Appliance: This section includes information about how to build
and deploy OnGuard 5 to client appliances.

> Appendices: This section includes lists of various asset fields and categories
used within OnGuard 5. In addition, it includes information about how to
perform a remote deployment and how to build virtual appliances.
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As you read this document, you will notice the following icons and formatting elements.
The formatting elements help you identify important information.

Icon or Format
Element Description
Important facts contain critical information that can affect the

& installation procedures.

Notes contain additional information to help you complete the work

more efficiently.

Gray Boxes Blocks of code or example text will be in a gray background box with

the Courier font applied.
# chef-server-ctl user-create USERNAME FIRST NAME
LAST NAME EMAIL \

> PASSWORD --filename USERNAME.pem

ALL CAPS Items in all caps and italics should be replaced with appropriate
values.
Parentheses Values surrounded by parentheses containing multiple values

separated by the | symbol means you are to use only one of the
included options in your configuration.

Chef Software Overview

Chef is used to streamline the task of configuring and maintaining a company's server,
and can integrate with cloud-based platforms to automatically provision and configure
new machines. Chef software helps make sure all required software is installed and
configured correctly according to the computer’s run list. A run list consists of recipes
from cookbooks that use attributes to determine the correct configuration values for
that specific computer — called a node. Many nodes may have the same run list but will
have different configurations because of the different attribute values assigned to that
node in the Chef server.

Recipes

Recipes are scripts utilizing a Ruby DSL that runs on the managed node and installs a
specific piece of software; thus changing that software’s configuration.
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	OnGuard 5 Run List

	OnGuard 5 Operations
	Prerequisite: Workstation Setup
	Install Chef DK


	1. Visit http://downloads.chef.io/chef-dk/ and download the appropriate installer for your platform.
	2. Once installed, open a command prompt and type:
	Install Chef Vault

	3. Type and run the following:
	Install Git

	4. Visit https://help.github.com/articles/set-up-git/ and follow the instructions in the “Setting Up Git” section only.
	Clone the Chef Repository

	5. To interact with nodes, attributes, and cookbooks, you will need a copy of the Chef repository on your workstation. Use Git to retrieve a local copy. Open a command prompt and change to your desired parent directory and run the following:
	Create Configuration Files

	6. Create a directory named ‘.chef’ inside the onguard-chef-repo directory that was created in the previous step. The directory structure will now look like:
	pem files

	7. Copy cicms.pem and ogtools.pem into the .chef directory.
	knife.rb

	8. Create the knife.rb file in the .chef directory. It configures the knife tool to interact with the Chef server. The contents of your knife.rb file should be something like:
	9. Download the SSL certificates from the server with knife. Type and run the following:
	Customer Kickstart
	Create the Cookbook

	1. Type and run the following:
	Set Default Attributes

	2. Set the Client ID attribute and make an attributes directory in the wrapper cookbook.
	3. Create a new file named default.rb in that directory with these contents:
	4. Replace the values with the appropriate Client ID, company name and NTP servers for this customer. (i.e., CCXXXX is the client ID)
	Upload the Cookbook

	5. After the cookbook is created, upload it to the server and run the following:
	Collecting and Prepping your Customer’s Data
	ProvisioningRequest Tab
	SNMP Tab
	SNMP Community Strings

	SSH Tab
	SSH Credentials (Secure Shell)

	WMI Tab


	6. After entering the appropriate customer data into the spreadsheet, save it to a working folder on your computer. It should also be uploaded to http://connect.convergeone.com/teams/OGCC
	Creating the JSON Configuration Files from Spreadsheet

	1. Open the application. The application wizard displays
	2. Click the Select the Excel File and Save button.
	3. Browse to locate where you stored the Excel spreadsheet you created in the steps above for collecting and prepping the customer’s data.
	4. Click on the file name to select the file.
	5. Click Open to start the process. The progress window displays.
	6. When the process is complete, a window displays asking where you would like to save the output. (The default is the folder where the source file lives.) Browse to the location you want to save the file.
	7. Click OK. The file displays in the default folder.
	Chef Vault

	1. Type and run the following sequence of commands:
	Building the Appliance
	Physical Hardware:  Cobbler

	1. Attach eth1 to the Cobbler provisioning network.
	2. Start the appliance.
	3. Boot to PXE and select 'rhel6_x86-64' from the menu.
	4. When prompted, type the network settings for the customer's network (eth0). You will need IP, subnet mask, default gateway and DNS servers (NTP servers are managed by Chef).
	5. When prompted, type the appliance ID in the format CCXXXX[-Y]. The Xs are numbers and Y is either A or B. Most customers get two appliances. Some only get one. Only use the -A/-B style when there are two.
	6. When prompted type the name of the wrapper cookbook for this customer. (This is the name of the cookbook you previously created.)
	7. When prompted, indicate if the Audit should be enabled on this host.
	8. Reboot.
	9. When you see the CentOS progress bar, press the up arrow key to view the initial Chef converge with the full run list.
	10. At this point, contact the Tools team so they can bootstrap the appliance.
	11. Upon completion of the bootstrapping process, the Tools team will coordinate with the Product Readiness Center to ship the appliance to the customer.
	12. After the customer has received the appliance, the Tools team then works with the customer to insure proper operation of the appliance.
	Bootstrap Process

	1. After you are able to reach the new virtual machine via SSH from your Chef workstation, you need to start the bootstrap process.
	2. Type and run the following:
	3. Wait for at least one full minute to make sure the Chef server's search index is fully populated, then refresh the appropriate vault items for this customer:
	4. If this is a replacement appliance (i.e., this appliance is replacing another one that had the same node name in Chef), you will need to clean out the stale client keys by including the ­­clean­unknown­clients option at the end of each knife vault ...
	5. When finished, run bootstrap again.
	Appendix A:  Asset Fields
	Identification
	Location
	Vendor
	Authentication
	Hardware
	VMWare
	Misc

	Appendix B:  Groups, Categories and Components
	Provisioning via Groups and Categories
	Groups
	Categories
	Components

	Location
	Service Groups
	Systems
	Unified Communications
	Contact Center
	Infrastructure

	Components

	Appendix C:  Remote Deployment
	1. Once logged in, use the remote media tool to mount the ISO and then boot from it.
	2. Pick the time zone and set up the NIC with the correct network settings.
	3. Once the OS is installed, follow the same process to bootstrap as the virtual appliance.
	Appendix D:  Virtual Appliance
	1. Install using the customized OVA available at: http://http-proxy.pe.spanlink.com/isos/CentOS-6.6-OG5.ova. The system requirements for the OVA are:
	2. After it is installed, run the network configuration tool to configure networking appropriate for the environment and run the following:
	Bootstrap Process

	3. After you are able to reach the new virtual machine via SSH from your Chef workstation, you need to start the bootstrap process.
	4. Run the following:
	5. Wait for at least one full minute to make sure the Chef server's search index is fully populated, then refresh the appropriate vault items for this customer:
	6. If this is a replacement appliance (i.e., this appliance is replacing another one that had the same node name in Chef), you will need to clean out the stale client keys by including the ­­clean­unknown­clients option at the end of each knife vault ...
	7. When finished, run bootstrap again.

